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ABSTRACT: The Information and Communications Technology (ICT) industry is evolving at a
rapid pace while serving as a catalyst for digital entrepreneurship in a new data-driven world
interconnected via the internet and cyberspace. ICT supports and enables the day-to-day operation
of modern societies, while providing newfound opportunities for economic growth through digital
trade. In order to maintain the ICT industry’s steep growth trajectory, policymakers must focus on
three areas: (1) cybersecurity to protect increasingly vulnerable critical infrastructure; (2) privacy
to protect citizens’ rights in an age of data collection and exchange; and (3) the growing shortfall

of technology workers needed to maintain innovation leadership.
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Introduction

Today, information and communications technology (ICT) connects over 60 percent of the
world’s population to digital markets, schools, governments, and each other.! The ICT industry
has spurred economic growth in ways that were unimaginable when the first computers were
connected with a dial-up telephone connection in 1965. It is not only the production and sale of
ICT goods and services that have driven economic growth, but also the internet, the broader
cyberspace domain, and the data that ICT and the internet have made available that has enabled a
new age of digital entrepreneurship.?

In addition to opening new economic possibilities, ICT enables a cyberspace that provides
critical capabilities impacting nearly every institution in modern societies, to include critical
infrastructure, data and information management, distributed learning, global logistics, military
command and control, and much more. Considered as a global common, access to and freedom of
movement within the cyberspace domain are critical to the national security of the United States
(U.S.), its allies and partners, with direct impact to U.S. strategic objectives to: (1) strengthen U.S.
national defense, (2) put the U.S. economy to work; (3) enable the U.S. to lead in science,
technology, and innovation; (4) shape the global economic order; and (5) enable the U.S. to live
its values, such as free speech, free access to information, and equality.®

The Eisenhower School’s ICT Industry Study (IS) analyzed various aspects of the ICT
industry. The IS reviewed today’s technology trends, such as cloud computing, the Internet-of-
Things (loT), and big data, as well as game-changing technological capabilities on the horizon,
such as artificial intelligence (Al) and quantum computing. The IS also explored the human
dimension of the ICT industry, arguably the most critical element in a world of machine learning
and digital assistants. Lastly, the IS analyzed the policy implications of today’s ICT-driven world
in terms of impact to the digital economy; the need to acquire a new generation of technology-
oriented workers; the growing exchange of information and data, and related privacy concerns;
and implications to national security. This paper provides the ICT Industry Study’s analysis of the
industry along with additional insight into specific areas that warrant added focus from national
leadership and decision makers.

The Industry Defined

Overview. Economists define markets by the interactions of buyers and sellers which, in
the case of ICT, covers a broad swath of the global economy. Defining the markets within the ICT
industry is complicated by the ubiquitous nature of information technology products, speed of
product innovation, and ease with which consumers are able to migrate from one firm or product
to the next. These ICT industry products span a broad range from wearable devices feeding
consumers information on a range of environmental and personal factors, to encryption
capabilities, which provide virtually unbreakable security to everyday communications, to the vast
data processing and storage potential of cloud computing services, to the nearly unimaginable
computing power promised by tomorrow’s quantum computers.

Demand in the ICT marketplace is divided into two distinct areas: (1) individual consumer
demand and (2) business demand. Consumer demand is driven by increased consumer confidence
and by a variety of factors such as falling prices due to the impact of Moore’s Law in driving
technology innovation at an ever-increasing rate along with strong competition between firms.



On the other hand, business demand is driven by the continuous efforts to increase efficiency and
lower costs. It is also expanding as profits increase and firms recover from the 2008 economic
slowdown.

For this essay, the ICT IS chose to divide the U.S. market into four key areas based on
Computing Technology Industry Association’s (CompTIA) 2017 Industry outlook report and
current IBISWorld Industry North American Industry Classification System (NAICS) research
reports.* In their 2017 industry outlook paper, CompTIA reported that, in 2016, the global
information technology (IT) industry exceeded $3.4 trillion with the U.S. market accounting for
over $1 trillion.> In the global market, industry services accounted for 19 percent of total
revenues, hardware 27 percent, software 13 percent, and telecommunication services accounted
for the remaining 41 percent. A detailed breakout of the NAICS reports associated with the
individual market segments is located in Appendix 1.

IT Services. The IT services industry segment reflects the planning, management, and
support of the broader ICT industry. More broadly, it encompasses internet publishing and search
engine firms. It is comprised of a large number of highly competitive firms with moderate but
growing barriers to entry. Despite growing revenues, U.S. firms face significant threats from
foreign competitors. The Everest Group named Cognizant, Accenture, and IBM as the top firms
of 2016.° Alphabet and Facebook are the leading firms in the internet publishing and search engine
aspects of this market segment.

Hardware. The hardware segment is comprised of the physical components of a network
and is largely defined by the manufacture of semiconductors, computers and servers, voice and
data equipment, telephone and internet protocol-based switching systems, cell phones, antennas
and satellite uplink equipment. The industry is comprised of a small number of large firms, but
remains highly competitive with high barriers to entry. Despite growing consumer and business
demand, this market segment has struggled with profitability over the past five years due to price
pressures imposed by imports from Asia, namely China. Leading U.S. firms in this industry
segment are: Cisco, Hewlett-Packard (HP), Harris, Dell, and IBM.’

Software. The software industry segment is comprised of many firms of various sizes and
is competitive in nature with moderate barriers to entry. The industry is defined by the data and
instructions that enable computers to function and is generally broken into two categories: system
and application software. System software operates the hardware and services the application
software operating on the computer. Application software is how users interact with the system
to execute tasks. Leading firms in this industry segment include Microsoft, Apple, IBM, Oracle,
Hewlett-Packard Enterprise Company, and Forensic Technologies International Consulting, Inc.®

Telecommunication Services. This is the largest segment of the industry and is comprised
of a large number of highly competitive firms with strong barriers to entry. U.S. Code Title 47,
Chapter 5, Subchapter I, Subsection 153 defines telecommunications and telecommunications
service as simply the transmission, for a fee, of information between or among points specified
by the user.® In that light, this market segment is comprised of the wired and wireless network
switching and transmission facilities that enable mobile and fixed point internet access. The
segment also includes substitute products such as voice over internet protocol (\VolP) services and
satellite telecommunications providers and companies focused on reselling telecommunications
services. The key firms in this market segment include AT&T, Verizon Communications,
Deutsche Telekom, Sprint, América Movil, and Vonage Holdings.*°



The Current Condition of the Industry

As a general-purpose technology, the impact of the various firms within the overall ICT
industry extends well beyond productivity gains.* Many of the firms are vectors of economic
and social transformation through improving access to services, enhancing internet access, and
creating new businesses, as well as employment opportunities.'? This tends to change the ways
people communicate, interact, and engage with each other, as well as with their governments.*3
Such a diverse industry can be difficult to map out and even more difficult to determine an
accurate representation of its current and future health. The ICT industry occupies different
categories within the market competition spectrum due to the diversity of the industry, which
focuses on the four key areas of hardware, software, services, and telecommunications.

Hardware & Software. The current trend in ICT for hardware and software is
virtualization, cloud computing, and software-defined networks. This has created a significant
reduction in hardware revenue while at the same time creating growth in software sales.
Additionally, companies such as IBM, HP, and Dell are experiencing sales slumps in their server
markets, but strong sales for personal computers (PC) and other similar devices.!* The worldwide
server market has declined by an average of 7 percent annually to $12.5 billion in the third quarter
of 2016.%° The stagnation in the server market is due mostly to slow growth of data centers and a
push to cloud computing that further reduces revenue from traditional data center operations and
maintenance costs.'® However, the cloud trend may also increase hardware revenues for some
vendors since many enterprises are building private clouds and larger cloud providers require
hardware as well.'” But both virtualization and software defined networks ultimately allow
organizations to do more with less, thus reducing the need for hardware while increasing or
sustaining the requirements for software.®

IT Services. IT security consulting is performing well in all business sectors, including
banking and financial services, telecommunications and retail, and continues to react proactively
to the risk of high-profile, reputation-threatening breaches. In 2016, the Department of Homeland
Security’s U.S. Computer Emergency Readiness Team reported 33,632 cybersecurity incidents.®
With revenue at $11.6 billion in 2016, the growing prevalence of high-profile cybersecurity
attacks and the risks associated with potential data breaches (coupled with losses due to
cybercrime expected to “cost the world in excess of $6 trillion annually by 20217)2° will continue
to propel the services forward. As demand increases, new companies are likely to enter the market
with service participation levels expected to rise an annualized 2.4 percent to 4,590 businesses
over the next five years, and overall revenue is expected to grow an annualized 5.7 percent to
$15.3 billion.#

Data processing and hosting services are one of the fastest-growing subcategories. These
services continue to fare very well with revenue increasing by 11 percent in 2016.22 Over the next
five years, revenue for these services is expected to grow at an annualized rate of 4.8 percent to
$182.3 billion.?®> Many companies have cut internal IT management, outsourcing work and
utilizing cloud computing services to reduce business costs. Cloud computing has quickly become
one of the fastest-growing markets with countless companies offering this service. As the
technology required for data processing and host services becomes more complex, the level of
expertise needed to effectively manage large data centers will continue to rise. This service is
moving towards independent contractors and large companies to meet the computing demands of
clients.

Cloud computing has impacted individual consumers for some time through its leveraging
of the internet.?* However, business and government are just starting to leverage cloud computing



services in order to gain cost savings from reduced operations and management costs of expensive
on-premise data and computing centers. According to the National Institute of Standards and
Technology (NIST), “cloud computing is a model for enabling ubiquitous, convenient, on-demand
network access to a shared pool of configurable computing resources (e.g., networks, servers,
storage, applications, and services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction.”?> The NIST definition identifies five essential
characteristics of cloud computing: on-demand self-service, broad network access, resource
pooling, rapid elasticity or expansion, and measured service.?® NIST also lists three service
models: software, platform, and infrastructure as a service and four deployment models: private,
community, public, and hybrid cloud that combine together to categorize and determine different
ways to deliver cloud services.?’

The ICT Industry uses the terms data analytics and big data to describe an emerging market
that leverages large volumes of both structured and unstructured data that typically inundates
business systems on a day-to-day basis.?® It is not the amount of data that is important, but rather
how the data is used and the analytics that are performed against the data that matters.?® The
current trend in ICT is to create ways to analyze large data sets and create insights that lead to
better decisions and strategic business moves.>® During 2016, big data initiatives became more
mainstream rather than cutting-edge technology with many organizations’ Chief Information
Officers leading efforts that went well beyond what they dreamed possible a decade ago.®! Now
that data analytics and big data initiatives are becoming more mainstream, organizations in the
ICT industry are starting to target the next frontier—how to transform large data sets into products
and services that generate revenue.®? Big data will be explained in more detail in the Major Issues
portion of this document.

One subset of IT services is internet publishing and search engine services that provide
services such as webpage publishing and access to internet search engines like Google or
Microsoft’s Bing. There is potential for continued growth opportunity in the internet publishing
and search engine industry because of increasing worldwide internet penetration rates and
increasing individual usage times.®® Firms who operate in these industries will continue to see
growth opportunities over the next five to ten years.3* One primary drive is the penetration of the
internet into developing countries and the increasing number of internet access platforms that
continue to bring in millions of new users, attracting more advertisers and other potential revenue
streams.

Telecommunications Services. ICT is an umbrella term that includes any communication
device or application that encompass radio, television, cellular phones, computer and network
hardware/software, satellite systems, and so on. ICT is playing a vital role in the extension of 10T,
which is connecting devices over the internet using applications and software to include viewing
motion-sensing camera systems, monitoring healthcare devices for the human body, and
regulating irrigation of crops. loT has become a central part of modern life with industry
assessments estimating approximately 50 billion devices being connected to the internet by 20203
and another 500 billion devices by 2030.3" This multitude of internet-connected devices has
presented hackers a new attack vector to infiltrate networks. Due to the wide range of devices
and technologies, it has thus far been difficult to implement a cohesive security strategy to counter
this threat.®

The subcategory of wireless telecommunications has performed very well with growth of
3.2 percent to a worldwide total revenue of $1.73 trillion in 2016.3° Companies in developing
countries are starting to gain the benefits of having rolled out fourth-generation (4G) networks
and continue to increase subscribers. Over the next five years, fifth-generation (5G) networks are



also expected to take shape with a significant chance of expanding operations. Additionally, the
subcategory of satellite telecommunications revenue experienced a growth of 2.5 percent in
2016.% The demand for satellite telecommunications remains high with new markets constantly
emerging. New high throughput satellites are expected to boost satellite operators' bandwidth
capacity, increasing coverage offerings and lowering product prices to compete with other forms
of telecommunication.** Revenue is forecast to grow an annualized rate of 3.2 percent to $8.5
billion with investment in new technologies to gain an advantage in the next five years.*> The
subcategory of wired telecommunications is expected to continue focusing on and expanding in-
demand services such as high-speed internet. Wired telecommunications is expected to see a
decline of 1.8 percent in 2017.#® In the next five years, it is estimated that revenue will decline at
an annualized rate of 1.6 percent to $153 billion as demand for voice services continues to
decrease with a greater percentage of households using only wireless phones.** The U.S. and
foreign wired markets are struggling to remain relevant against competing technologies.

Industry Challenges

Cybersecurity. The internet has become the primary information and
telecommunications platform of the modern era, and cybersecurity is of utmost concern to the ICT
industry. Dominant players such as Amazon, Oracle, Microsoft, and Google have migrated
toward cloud computing architectures to manage increasingly large data sets and data flows
between an expanding set of users and internetworked devices. As a result, protecting these
large datasets has become an even greater challenge, with severe and strategic implications.
Simultaneously, and as previously mentioned, the 10T is upon us, with the number of internet-
connected devices projected to reach 50 billion by 2020.%° As both government and industry
move toward cloud storage, and as consumers increasingly embrace the 10T, society will expose
an ever-widening attack surface to those that may want to exploit cybersecurity vulnerabilities.

Risk can be defined by threats, vulnerabilities, consequences, and mitigation strategies.*®
Given the unprecedented amount of risk created by the ICT industry’s lack of incentive for
creating secure products, the general public’s lack of cybersecurity knowledge, and the increasing
complexity of cyberspace threats, there is general consensus that cybersecurity strategies must be
enhanced. The defense industrial base (DIB) has faced many cybersecurity threats with regard to
its capability to protect classified and sensitive unclassified data. State and non-state actors
increasingly challenge both government and commercial information systems, with an alarmingly
high and increasing rate of stolen user credentials.*’ As a result, there are an increasing number
of consequences to consider, including disclosure of classified information and violations of
personal privacy.

Immediate steps should be taken to mitigate cybersecurity threats posed by state and non-
state actors against both public and private systems. A multitude of government agencies are
charged with protecting cyberspace, and often times, these agencies operate in isolation and work
duplicatively. In the defense security environment, clear policy that defines who is responsible
and accountable when it comes to managing cybersecurity issues is required. Federal agencies
charged with cybersecurity must integrate to allow a free flow and exchange of information to
increase overall synergies. Such integration should extend to cleared defense contractors to
further strengthen cybersecurity. Additionally, both government and industry must strengthen
defenses and protect against stolen user credentials.

Given the dynamic nature of the ICT market, the DIB must establish productive
partnerships with world-class cybersecurity firms. Such partnerships will allow for the



development of products and solutions to counter emerging threats in cyberspace and will foster
productive and enduring relationships with those at the edge of innovation.

Privacy. Digital privacy is an issue that has received attention from both the public and
private sectors. Significant battles have been fought in the public sphere and have brought the
discussion about civil rights versus security to the forefront. One exceptionally poignant example
was illustrated in the San Bernardino, California terrorist attack. Two terrorists shot to death 14
people and wounded 22 others at the San Bernardino county department of health building.*® The
Federal Bureau of Investigation (FBI) sought a court order requiring Apple to provide the
technical assistance they needed to gain access to one attacker’s county-owned Apple iPhone 5c,
but Apple’s CEO, Tim Cook, did not cooperate citing customer privacy concerns.*® Ultimately,
the FBI gained access to the phone’s data without assistance from Apple, but the public legal
battle highlighted a conflict between two rights: public safety and security concerns versus
individual privacy rights.

Privacy also has international implications. The U.S. views privacy differently from the
European Union (EU), and these differences were exasperated when Edward J. Snowden
disclosed a trove of classified information beginning in June of 2013. That summer, a British
newspaper revealed that the NSA was collecting the telephone records of tens of millions of
Americans, and had access to the servers of nine internet firms, including Google, Facebook,
Yahoo, and Microsoft.>® EU countries are sensitive to the transfer of their citizens’ personal data
abroad and enforce strict data localization rules on those responsible for its safekeeping. The
Snowden disclosures brought the issue of individual privacy to the forefront and complicated
diplomatic relations with the EU and others. As policymakers balance the needs of personal
privacy versus public safety and security, the U.S. must act judiciously so as not to adversely
affect international trade relationships.

Human Capital. The ICT industry faces significant challenges with regard to its
requirements for a highly-skilled workforce. There are widespread shortages in the number of
professionals entering the science, technology, engineering, and math (STEM) fields. These
shortages can be attributed to three factors: (1) the relatively small number of domestic workers
entering STEM fields; (2) constraints on immigration and the H-1B visa program; and (3) equality
in the workforce, both for women and underrepresented minorities. By 2018, the U.S. Bureau of
Labor Statistics estimates the total size of the STEM workforce at 8.65 million.>® Yet, the U.S.
struggles to produce enough students pursuing STEM careers, with some estimates predicting a
shortfall of approximately one million U.S.-produced STEM professionals in the ten year period
ending in 2022.52 In 2014, the number of U.S. citizens and permanent residents earning graduate
degrees in science and engineering fell five percent from its peak in 2008, while the number of
students on temporary visas earning the same degrees soared by 35 percent.>® Women and
underrepresented minorities do not fill STEM jobs as frequently and women earn less. Women
make up 48 percent of the U.S. workforce, but comprise just 24 percent of all STEM workers
while earning 14 percent less on average.®® African Americans, Hispanics, and Native Americans
fare no better, representing only 11 percent of all engineering graduates.>® Conversely, White and
Asian workers make up 88 percent of all science and engineering jobs.>®

Many ICT firms express the need for a diversity of ideas. Others emphasize the
importance of a diverse workforce that represents its broad customer base. In all cases, it is clear
the ICT industry requires a large and diverse STEM workforce to fill jobs and provide an
expansive set of innovative ideas to foster a continuum of creative destruction in the industry.



Industry Outlook

Today, ICT has a central role in private and public sector markets. In regards to national
security, the Department of Defense (DoD) relies heavily on U.S. high-tech companies to deliver
a steady stream of sophisticated weapons systems. The 2015 National Security Strategy
emphasizes the need to “grow investments in crucial capabilities like cyber; space; and
intelligence, surveillance, and reconnaissance.”®” Also, the ICT industry is uniquely postured to
safeguard and reinforce homeland security. The U.S. government in partnership with the ICT
industry has made securing our Nation’s critical cyberspace and physical infrastructure across
every sector—financial, energy, transportation, health, and more—a top priority with the main
objective of decreasing vulnerabilities and increasing resilience.®

The exponential growth in the ICT market and proliferation of the lIoT has brought
cybersecurity concerns to the forefront of the U.S. ICT industry. In contrast, the ICT IS saw less
emphasis placed on cybersecurity within China’s ICT industry. Nevertheless, cybersecurity
appears broken from top to bottom, and if not properly addressed it will impede the industry’s
ability to achieve its full mobilization potential.®® Bruce Schneier, a renowned cybersecurity
expert, says “we are building a world-sized robot, in the shape of the Internet of Things.”®® Given
the drive for the computerization of everything, Robert Watson, a computer scientist at the
University of Cambridge says “the default assumption is that everything is vulnerable.”®! These
vulnerabilities stem from the rapid pace of software development, online business growth, and
economic growth of computer and software firms. Without slowing the pace of growth to address
cybersecurity, the damage will be irreversible and the impact could be catastrophic. The good
news is the industry leaders within the ICT industry are beginning to take notice and are taking
corrective actions before the government has to step in.®?

Short-term Industry Outlook (2017-2021). The growth of industrial activity in Silicon
Valley has shifted the ICT ecosystem from its old vertical structure where one or two firms
dominated the market to a horizontal structure where multiple companies are competing in
different markets.%® U.S.-based ICT conglomerates (Google, Facebook, Apple) appear to have a
firm grip on their respective markets and will continue to dominate the global market in the short-
term. However, globalization of the ICT industry will give rise to new ICT equipment makers
and software challengers.®* For example, China-based firms Lenovo, Huawei, Baidu, ZTE, and
others are excelling in the global market and will threaten U.S. dominance across the entire ICT
ecosystem from telecommunications, semiconductors, and wireless devices to computers.5®
According to a report published by the research consultancy International Data Corporation
(IDC):

the global information technology (IT) industry market, encompassing hardware,
software, services, and telecommunications, is expected to reach $3.8 trillion in
2016, up from $3.7 trillion the previous year. The U.S. market accounts for
approximately 28 percent of the total, or slightly more than $1 trillion. [However,
o]ver the past decade, the biggest shift in global industry allocations stems from
growth of the Asian region, fueled primarily by the rise of China.%®

Long-term (2021-2035). In the long-term, the ICT industry will continue to focus on the
computerization of everything in the form of 10T. Other technologies such as quantum computing
(a possibly game-changing technology which would increase computing power exponentially),
Al, virtual reality (VR), and machine learning will change the way we work and go about our
daily lives.



The future advancements in Al and VR will make significant contributions in health care.
VR technology will be used in diagnostics and robotic surgery (where surgery is performed by
means of a robotic device—controlled by a human surgeon—which reduces time and risk of
complications).®” VR will also be used for training purposes and remote tele-surgery in which an
operation is performed by the surgeon at a separate location to the patient.®® In regards to Al,
IBM’s machine learning through Watson can understand all forms of data, interact naturally with
people, and learn and reason, at scale. Collectively, Al and VR technologies will enable precise
surgery in once complicated areas of the human body and make personalized treatment of patients
achievable.

Political and Social Impacts. The next great wave of invention and economic disruption
will be set off by continued advances in computing, advanced data analytics, and ICT.
Advancements in technologies such as machine learning, advanced robotics, autonomous air and
ground vehicles, the ubiquitous web and loT promises to deliver a mixture of social stress and
economic transformation.

Undoubtedly, these new technologies will bring vast improvements, as well as changes to
our standards of living and overall welfare. However, some are concerned about the job-
destroying power of the near and long-term technological wave. In 2013, Carl B. Frey and
Michael Osborne, of Oxford University, examined how susceptible jobs are to computerization.
They analyzed over 700 occupations and the expected impacts of future technology on the U.S.
labor market and concluded that 47 percent of employment in the U.S. is at high risk of being
replaced by automation within the next ten years.%° Their model specifically predicts that most
workers in transportation, logistics, and production occupations are at risk.’® This is due in large
part to advancements in computers that enable them to move beyond performing historically
confined routine tasks involving explicit rule-based activities to performing pattern recognition
and non-routine cognitive tasks.”*  In fact, China, which is known for its manufacturing capacity
and low cost manpower, is investing heavily in automation manufacturing. For example, Chinese
company Foxconn, a major supplier of Apple and Samsung products, has replaced nearly 60,000
factory workers with automation. "?

Another concern with how rapidly technology is advancing is whether human workers can
upgrade their skills fast enough to justify continued employment. In the past, new technologies
boosted productivity with gains in revenue being split between skilled and less-skilled workers. "
Now technology appears to be opening a great divide between the skilled, the wealthy few, and
the rest of society.”® In other words, the U.S. can no longer count on a growing industrial and
manufacturing sector to absorb less-skilled workers. Consequently, our political system will
struggle to accommodate the demands and growing numbers of dissatisfied workers.

The rapid pace of automation coupled with the divide between skilled and less-skilled
laborers will test our political system. In many cases, government intervention and new
regulations will attempt to slow the pace and overall job-destroying effects of ICT upon U.S.
industries. The U.S. political system will likely struggle to accommodate the demands and
growing numbers of dissatisfied workers. As a result, future political leaders sensitive to both
sides of the debate will need to craft a plan that allows technology to benefit society and the
economy more broadly.

Industry Position in the Global Marketplace. The U.S. ICT industry will continue to
dominate the global marketplace for the foreseeable future. There are currently five undisputed
tech giants of the U.S. ICT industry: Amazon, Google, Facebook, Apple, and Microsoft.”
Financial reports and data indicate that these companies are getting larger, more entrenched, and
more influential in new markets and sectors that startups might otherwise claim. For example,



these tech giants are making waves in healthcare and finance; they are building autonomous cars,
unmanned aerial vehicles, and immersive virtual reality platforms that may change the way we
communicate and view movies.”® This is not to say these companies cannot be overtaken by
ambitious startups or competition from abroad, but there remain significant barriers to entry.

However, a clear way for the U.S. ICT industry to ensure its continued global dominance
is to be a disruptive innovator. The term “disruptive innovation” was coined by Clayton
Christensen, in his book The Innovator’s Dilemma.’’ Christenson makes the distinction between
two different types of technology that affect business. First is what he called “sustaining
technologies,” which are less intensive developments that help companies make marginal
improvements to existing products or processes.”® Conversely, there are what Christensen
regarded as disruptive technologies. He defined these technologies as “wild and unexpected
technological breakthroughs that require corporations to radically rethink their very existence.””®
For example, the iPhone was disruptive when it was originally released in 2007. It changed the
way we communicate by transforming a low functioning device into a mini portable computer
used for voice, email and web browsing. Since that time, it has transitioned to a sustaining
technology in a larger market of smartphones.

In summary, for the U.S. ICT industry to maintain its lead in the global market, it must
choose between holding onto an existing market by doing the same thing better or capture new
markets by embracing leap ahead technologies and adopting new business models.

Government Goals and Roles

President Obama “identified cybersecurity as one of the most serious economic and
national security challenges” the U.S. faces and a challenge that the U.S. is “not adequately
prepared to counter.”8® While the U.S. has implemented initiatives and policies, developed action
plans, and stood up a military command (U.S. Cyber Command) to help provide security as well
as economic and social benefit within this global cyberspace domain, the U.S. must still do more.
The Nation needs to leverage all elements of its national power—diplomatic, informational,
military, and economic—in order to prevent a devastating cyber attack on U.S. interests, ensure
U.S. dominance within cyberspace, protect U.S. innovation and values, and foster the international
digital economy, but it must delicately balance and prioritize U.S. Government roles within these
efforts.

Since the Snowden disclosures, the international community and the American public
continue to scrutinize U.S. security and regulatory efforts in cyberspace. These polarizing
disclosures resulted in a general trend within the ICT Industry—highlighted by the much-
publicized case of Apple’s refusal of a U.S. Government order to unlock a San Bernardino
attacker’s iPhone—to balance more toward public privacy over national security; one European
Union commissioner stated, “[m]utual trust and confidence have been seriously eroded and |
expect the U.S. to do all that it can to restore them.”8!

In addition, the very nature of the U.S. Government—its size, complexity, bureaucracy,
relative rigidity, and escalating budgetary constraints—Ilimits its abilities to adroitly and broadly
regulate in ICT-related matters, which are generally dynamic, volatile, and cascading in nature.
This rigidity juxtaposed with the ICT Industry’s agility, focus on innovation, and profit-seeking
nature provides a very rich ecosystem for effective public-private partnerships. For all of these
reasons, the U.S. Government should limit and prioritize its goals, roles, and oversight within the
ICT Industry to only the areas required to maintain or enhance national security, help avoid or
prevail over market failure, or directly support national interests. These efforts must focus
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principally on close public-private partnerships followed by prescriptive regulation and policy-
based solutions only when public-private partnerships prove impractical or ineffective.

Although the U.S. government should be cautious about regulating the ICT industry to
prevent the potential effect of stifling innovation, it still has a role in terms of leveraging the
elements of its national power to bolster U.S. national security, support U.S. interests, and
minimize strategic vulnerabilities. Specifically, the U.S. should: (1) leverage diplomatic means,
as well as close partnerships with industry and cyberspace experts (within the Intelligence
Community, military, and academia) to collaborate with the international community (or
independently, if required, due to the United States’ power to influence global markets) to create
enforceable cyberspace standards; (2) leverage diplomatic and military means to partner with
international organizations—such as the North Atlantic Treaty Organization’s (NATO)
Cooperative Cyber Defense Center of Excellence—to codify cyberspace behavior norms and
treaties; (3) form a coalition of willing partners to self-police and ensure transparency (through
robust information sharing) within cyberspace in order to ensure the common cyberspace defense
of all parties; (4) reduce U.S. focus areas for critical infrastructure security to ensure effective
prioritization while simultaneously reducing the overall attack surface by separating the
infrastructures (to the maximum degree possible) from the internet; and (5) further educate the
U.S. populace on cyberspace security while providing transparency on the role of government in
cyberspace security. By heading down these proposed paths, the U.S. can reduce its vulnerabilities
and increase its competitive advantage in cyberspace while improving public and international
trust.

SELECTED ESSAYS ON MAJOR ISSUES
Cybersecurity and Digital Data by CAPT Stephen D. McKone

“Land was the raw material of the agricultural age. Iron ore was the raw material of the
industrial age. Data is the raw material of the information age.”
— Alec Ross, The Industries of the Future, 20162

Digital data is now the most important global resource. The protection of all electronically
stored data is the most important global security issue in the world today. This is not just the case
for the DIB and the wider ICT industry, but for every individual, community, and nation
worldwide.

The “Big Data Revolution.”8 “We now generate more data every two days than we did
in aggregate from the dawn of early civilization through the beginning of the 21. century ... and
this information explosion accelerates each year by 40 percent.”® The social media company
Facebook has 1.86 billion members which equates to one out of every four people on earth. The
company has personal data on 25 percent of the world’s population stored in a data set that
occupies 300 petabytes (PB) spread across nine global data centers.®> The significant monetary
value of this data to Facebook ($17.9 billion in revenues in 2016) demonstrates the criticality of
cybersecurity in a world that continues to produce larger and larger amounts of invaluable data.

The Challenges of Cybersecurity. The protection of massive and exponentially growing
digital data sets is the most significant challenge faced by cybersecurity practitioners today. The
trend on the horizon will make the protection of data an even harder problem. Experts are
monitoring the rapid expansion of global internet users and networked devices. By 2030, it is
estimated that there will be 500 billion devices connected to the internet and an additional 5 billion
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new internet users.®® This expansion of cyberspace will increase the production of data to
unimaginable levels while multiplying the attack surface for cyberspace attacks many times
over.8” Cybersecurity companies are currently monitoring over 1 million attempts per day to
implant malicious software and virus signatures on customer systems.® 1t is difficult to fathom
the number of daily attacks with an additional 5 billion users on the global network.

Evaluation of Private Sector Security Practices. Two troubling trends point directly to
the current lack of effectiveness of cybersecurity in the private sector: (1) the rapid increase in
data breaches, and (2) the widening gap between the time to compromise a system and the time
to discover a data breach. The number of successful data breaches has exploded from several
hundred in 2005 to over 2000 in 2015.%° Verizon’s data shows that the use of stolen login
credentials is the most prevalent way systems are illegally accessed.®® In 2016 alone, Shape
Security detected over 3 billion sets of stolen login credentials.

Therefore, the most cost effective and technically feasible method for companies to
counter data theft is to block the use of stolen credentials by implementing multi-factor
authentication (MFA). MFA requires either two or all three of the following pieces of information
for system access: (1) something a user knows—Iike a password or personal identification number
(PIN), (2) something a user has—Ilike a cell phone or security token, and (3) who the user is—
such as a piece of biometric data like a fingerprint or iris scan.®? The almost universal ownership
of smartphones in the U.S. combined with the widespread “bring your own device” (BYOD)
culture in place across industry makes the implementation of MFA a very cost effective
cybersecurity policy. The second factor can be delivered directly to an employee’s personal
mobile device (something the user has) via text message or by using an authentication code
generating mobile application like Google Authenticator.%

The protection of data is arguably the most important national security and economic
security task faced by the nation. Despite the predicted future growth of connected users and
devices that make the future security of data seem like an impossibility, there are actions that can
be taken today to protect this invaluable resource. The evolution of user credentials to multi-
factor authentication systems will stem the tide of stolen data, lost value in the private sector, and
unauthorized access to U.S. networks. At the federal government level the use of mandatory
cybersecurity regulations is a national imperative to protect critical infrastructure and thus the
economic security of the United States.

Critical Infrastructure by LTC Brady Stout

In their joint testimony before the U.S. Senate Armed Services Committee in January 2017,
the Honorable James Clapper (Director of National Intelligence), the Honorable Marcel Lettre
(Undersecretary of Defense for Intelligence), and Admiral Mike Rogers (Commander of U.S.
Cyber Command and Director of the National Security Agency) highlighted that cyberspace
threats have “challenged public trust and confidence in global institutions, governance and norms,
while imposing costs on the global economy.”® They also highlight that “[t]hese threats pose an
increasing risk to public safety, as cyber technologies are integrated with critical infrastructure in
key sectors.”® The principal challenge the U.S. faces with regard to critical infrastructure security
iIs that the “private sector owns and operates an estimated 85 percent of infrastructure and resources
critical to ... [the] Nation’s physical and economic security.”® Currently, the U.S. Government’s
approach—as defined in the 2013 Presidential Policy Directive on Critical Infrastructure Security
and Resilience—is focused on private-public partnership and the application of security best
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practices in which private sector participation is largely voluntary, government authorities are
limited primarily to coordination and consultation, and transparency (due to the complexity of the
intermeshing and interrelation of the infrastructures) is severely limited.®” If the Congressional
mandate is “that any ... disruption of the operation of the critical infrastructures of the United
States be rare, brief, geographically limited in effect, manageable, and minimally detrimental to
the economy, human and government services, and national security,”® then the U.S. must update
its laws and policies to provide proscriptive requirements to the companies operating critical
infrastructures and directive authorities to the government agencies responsible for ensuring
security and resilience within these infrastructures. Over the past fifteen years, the U.S.
Government has instituted several laws and policies while granting roles to organizations within
the Government to provide oversight to critical infrastructures, but the U.S. must still do more.

As several recent cyber attacks show, even highly protected and air-gapped systems
(specifically, systems not directly connected to the internet and previously perceived as
impenetrable) are vulnerable. These attacks include: the 2008 network intrusion by a foreign
adversary into U.S. classified networks located in the Middle East;% the Stuxnet cyber attack from
2007 to its discovery in 2010, where Iran’s adversaries sabotaged Iranian nuclear centrifuges in
order to disrupt Iran’s nuclear program;'® and the 2015 and 2016 cyber attacks (purportedly
conducted by Russian hackers in support of Russian military operations during the Russian
military intervention in Ukraine) upon the Ukrainian power grid which each left over 225,000
Ukrainians without power for several hours.!®® If there is value—whether it be monetary,
knowledge gained, costs imposed, or national security advantage gained—in exploiting a network,
adversaries will work to find a way and will succeed given enough time, effort, and resources.?
The heads of U.S. national intelligence support this position; they assert that “the cyber threat
cannot be eliminated ... [instead it] must be managed in the context of overall business and
operational risk.”%3

The current critical infrastructure governance, oversight, and public-private partnership
structure does provide some basic level of security, but does not provide a sufficient level of
mission assurance which would effectively minimize “debilitating impact[s] on security, national
economic security, national public health or safety, or any combination of those matters.”% Much
of the efforts surrounding critical infrastructure security—especially those measures focusing on
cybersecurity—remain best effort levels of operation, focused toward (but not mandated upon)
technology best practices, and reliant upon the owners’ and operators’ level of engagement,
expertise, and support upon security. This leads to the dichotomy between the business trade-offs
within these largely privately owned businesses and security efforts; in most cases, these security
efforts do not provide standard business value or return on investment (ROI) to the owners and
shareholders. In the case of cybersecurity within the energy grid, cybersecurity is not an area
which would provide significant ROI considering that the majority of outages on an annual basis
are due to animals; in fact, since 2013, animals have accounted for approximately 1,850 confirmed
power outages around the world and human cyberspace operations have only accounted for two
confirmed cases (both in the Ukraine).1%® Cybersecurity within critical infrastructure is largely a
national security issue vice a business issue and should be treated as such. Cybersecurity should
not be treated as a standard business practice within critical infrastructures managed as a routine
part of standard business operations—especially since there is limited financial incentive for profit-
seeking businesses to invest in it. To help improve cybersecurity within critical infrastructure, the
U.S. must change its focus, update its laws, leverage industry expertise and advanced analytic
capabilities, and optimize the whole of government approach based upon an analysis-based,
prioritized, and risk-focused framework.
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The U.S. can better secure its critical infrastructures and the Nation these infrastructures
support by: (1) changing its focus on cybersecurity to be more proactive in nature; (2)
Congressionally mandating information sharing to Department of Homeland Security (DHS) from
private industry; (3) effectively partnering with private industry to leverage advanced industry
artificial intelligence and machine learning capabilities to identify whole of system gaps and
vulnerabilities; (4) harnessing this deeper understanding to more effectively prioritize investments
and efforts to secure critical infrastructures; and (5) optimizing laws to better support governance
and investment in critical infrastructure security. These efforts will help to balance conflicting
priorities between infrastructure functionality, infrastructure business operations, shareholder
investment, and security improvement as related to national security. As the 2003 U.S. power
outage (the U.S.’s largest ever and due to overgrown trees and human error, which resulted in over
50 million people in the US and Canada living without power for up to two days, contributed to
several deaths, and resulted in financial impacts up to $6 billion) shows, while cybersecurity
remains a significant concern for critical infrastructure, the U.S. Government must also fully
consider the environment and human activity when securing critical infrastructure.'®® By
following the above recommendations and focusing efforts on the resulting prioritized gaps, the
U.S. can effectively minimize the future impacts of failures and attacks upon critical
infrastructures.

Big Data by COL Nicolas Tessaud, France

According to IBM, we create 2.5 quintillion bytes of data every day, and 90 percent of the
data in the world today has been created in the past two years.*%” Big data analytics are unavoidable
and have impacts on the whole society, from economic growth to government efficiency. The
companies that embrace these analytics can hope to spur their growth, provided they set up
informed strategies that best implement analytics use cases. Big data impacts national security on
many levels. A senior logistics official noted that data is gold and every future contract should
include a data policy. According to him, the DoD lacks a culture of data and is limited in the
means to process it.1%

Big data analytics can be defined as a way to store, query, and model large sets of
information.’®  Any new big data project should start by analyzing five important “V”
characteristics.!% The first is the volume of the data itself. Then the velocity is used to characterize
the streaming of data and the speed with which it has to be analyzed, sometimes in real time such
as in the stock exchange trade information. Third, the variety describes the many different sources
that have to be taken into account, from videos to tweets or 10T data. The veracity emphasizes that
data has to be trusted and associated with a level of certainty to enable decisions. A fifth dimension
is the value of big data, which describes the added value that must result from analysis. !

The worldwide market for big data analysis and services has been analyzed by a European
Commission study. The market was expected to increase at an annual rate of 23 percent between
2014 and 2019. The forecast of global revenue is $187 billion in 2019, with more than half of it
coming from the U.S.**2 The main U.S. market involved is business analytics and enterprise
software publishing.'*® This industry develops and distributes business solutions to customer
relationship management (CRM) and business intelligence (Bl) based upon the analysis of data
available. The revenue is estimated at $40 billion and is expected to grow at an annual rate of five
percent through 2023.1% The main companies operating in this market are Microsoft, SAP SE,
Salesforce, Oracle and IBM.'*> The market share concentration and the competition are medium,
as the four largest companies hold a share of 56.8 percent of the market.*'® Overall, this market
can be labeled as a monopolistic competition.
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Even if the use of big data analytics is a global trend that every company should consider,
it is not so simple and it has to be a case-by-case decision. Businesses can waste a lot of energy if
they have not prepared and focused their use cases for data analytics, and successful big data
transformations begin with the assessment of the value drivers and capabilities in comparison to
the competition.*” There are also issues to be addressed. An important one is ethics, as analytics
could lead to discrimination or others’ misuse by overgeneralization of statistics.!® Another issue
is the lack of human capital. A 2016 study reported that the U.S. faces a shortage of up to 190,000
people with deep analytical skills and 1.5 million managers and analysts to process big data in
order to make informed decisions.*°

This technology is in full development, and companies in Silicon Valley are dynamically
innovating in this promising trade-space. The trend today is to go toward on-the-fly analysis, thus
lowering the need of extensive data storage facilities. The next step will be to combine big data
and the 10T. The explosion of the number of I0T devices—50 billion by 2020, as previously
discussed—ensures that the global amount of data will continue to grow and probably more than
double every two years.*?® A 2016 survey showed that 44 percent of companies aim to use 10T in
their strategy, and they cannot do that without assessing the best means and business value of
analyzing the volume of data produced by these devices.!?® Finally, future technology
development may prove to be the enabler of even greater analytic potential. The two main
technologies identified are quantum computing, that promises to be the next leap in processing
speed, and cognitive computing developments such as IBM’s Watson technology that will enable
machine learning and easier queries among larger data sets.*??

The overall impact of big data on economies is linked with the best practices of each
particular sector. Overall, companies can hope to gain up to ten percent productivity growth by
using data analysis with respect to the ones that do not.1?® An analysis conducted by the European
Commission reported a potential growth of 1.9 percent of EU’s GDP between 2014 and 2020
thanks to big data analytics.'®* A direct impact of analytics has been reported in the gaming
industry by a Californian company, with the ability to analyze the behavior of the players and then
target them with a personalized experience, thus addicting them and gaining sustained growth for
the company. In addition, a research institute in Hong Kong reported that by using targeted
marketing campaigns for banking products, banks had doubled the return ratio.

Governments can use big data analysis as well. The main applications would be to enhance
operational efficiency, transparency, citizen’s wellbeing and engagement in public affairs,
economic growth and national security.'?® However, an extreme use of big data analytics can be
observed in China, where the government is setting up a “Social Credit” database to assess the
faithfulness of Chinese people.*?® This system is discussed in detail in the privacy section of this
document. The main challenge of big data within the government is the collection of data, as it
comes from many different channels and under different formats. Overall, the potential impact of
the full use of data analytics in the 23 largest European governments could reduce administrative
costs by 15 to 20 percent.*?” The main drivers are a greater efficiency, an increased tax collection
rate, and a reduction of fraud and errors.'?

Big data is foreseen to have a positive impact on national security in many ways; it will
help government operations related to countering international terrorism, law enforcement,
countering insider threats, critical infrastructure protection, military operations, and cybercrime.?°
The main drawbacks are a greater attack surface to potential cyberattacks, and a surrendering of a
part of sovereignty.

In order to spur the growth of big data analytics, the U.S. and allied nations should
implement four policies. First, they should establish analytics agencies to provide oversight on the
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different big data approaches and to facilitate the integration of the many different data sets in
order to further innovate analysis.**® Second, in order to address the privacy requirement, each
nation must set clear regulations regarding personal data protection, by extending and facilitating
the use of anonymized data. Third, data ownership is a complex topic, as big sets of data usually
have multiple sources and owners.*3! Thus, the rules for selling and buying data have to be more
formalized in order to prevent abuse of dominant positions and to ensure efficient, effective, and
lawful uses of data. Lastly, the requirements coming from data localization policies can decrease
the availability of data sets, and specific regulations should be devised to allow the processing of
data without localizing it, with on-the-fly analysis, for example.

Big data analytics is a flourishing market, but the future potential impact of this technology
is tremendous, whether in the overall economy, in governmental use, or in the national security
field. For DoD, big data could very well be an essential element of its third offset strategy. The
main concerns are cybersecurity, sovereignty, and privacy; the four policies proposed above will
help address these concerns. The next challenge is to go even further and harmonize the use of
data across nations by building trust and ensuring the respect of each country's sensitivity to
privacy.

Privacy: Domestic and International by Lt Col Tony England and COL James Walsh

The world’s population is using ICT to interact through social media, make international
investments, and spread valuable information that is collected and stored in huge volumes, both
domestically and internationally. Much of the data is personal information and many people are
blissfully unaware that governments and corporations are gathering it for surveillance and tailored
marketing efforts. In many instances, people are unable to individually protect their information
due to laws, policies, and business practices. As a result, protecting individual privacy rights is a
significant concern across the globe; it is all the more so because of the conflicting frameworks
employed in key regions. This essay discusses three key frameworks that are shaping the current
global discussion.

The United States. The U.S. has long promoted the idea of individual privacy. The Fourth
Amendment to the U.S. Bill of Rights protects Americans against unreasonable searches and
seizures while the Fifth Amendment ensures the “privilege against self-incrimination, which
provides protection for the privacy of personal information.”**? In his famous dissenting opinion
in the 1927 Supreme Court case Olmstead v. United States, Justice Louis Brandeis wrote that the
Founding Fathers “conferred against the government, the right to be let alone—the most
comprehensive of rights and the right most favored by civilized men.”%3® Nevertheless, the U.S.
still strives to effectively balance the role of electronic surveillance with individual privacy and
security.

In the aftermath of the 1972 Watergate scandal, the U.S. Senate’s Church Commission
discovered broad Executive Branch-directed government surveillance of American citizens. In
response, Congress passed the U.S. Privacy Act of 1974, which, though subsequently modified,
defines America’s surveillance framework. Additionally, Congress passed the 1978 Foreign
Intelligence Surveillance Act (FISA) that established the FISA court which oversees government
electronic surveillance requests for foreign spies and agents of foreign powers operating inside
the U.S. In 2013, National Security Agency contractor, Edward Snowden, revealed an American
surveillance program capable of gathering data from virtually every nation on Earth.

As a result of Snowden’s disclosures, the U.S. passed the Uniting and Strengthening
America by Fulfilling Rights and Ending Eavesdropping, Dragnet-collection and Online
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Monitoring (USA FREEDOM) Act in 2015.1% The Act reversed the bulk collection programs
that had created domestic civil rights concerns and international diplomatic turmoil resulting from
Snowden’s disclosures. The new rules require the government to obtain a court order before
requesting specific segments of information from domestic telecommunication providers.
Importantly, the Act increased transparency by enabling companies to report information on FISA
orders and by requiring a declassification review for some FISA orders. While incidental
collection of U.S. citizens continues to be a challenge, the new Act has made significant
improvements in striking a balance between security and privacy.**

The European Union. “Cross-border data flows between the U.S. and Europe are the
highest in the world, almost double the data flows between the U.S. and Latin America and 50
percent higher than data flows between the U.S. and Asia.”**® Although both agree that
individuals should have privacy rights, the U.S. and EU do not share the same privacy policies or
take the same approach in protecting personal data. A primary difference between the U.S. and
Europe is that the U.S. allows collecting and sharing personal data unless there is “a law
prohibiting” the collection while the EU prohibits processing personal data unless there is “a law
allowing” the collection.**’

In 1995, the EU developed a “Data Protection Directive” prohibiting the transfer of
personal data to non-EU countries unless those countries could first meet the standards for privacy
protection. Assisting 3,000 companies in complying, the U.S. worked with the EU to develop a
shared framework called the “Safe Harbor Privacy Principles.”!3® However, the agreement was
put in jeopardy after the Snowden disclosures and when the U.S. Center for Digital Democracy
filed a complaint against 30 U.S. companies that had collected private data on EU residents,
“including online tracking, purchasing history, addresses, income and family structures.”*3® Asa
result, in 2016, the EU-U.S. “Privacy Shield” agreement was created. The agreement provides
the EU with assurances that “any access of public authorities for national security purposes will
be subject to clear limitations, safeguards and oversight mechanisms."*° In addition, the U.S.
Judicial Redress Act of 2016 extended the rights afforded in the U.S.’s 1974 Privacy Act to EU
citizens and allowed the use of U.S. courts to enforce privacy rights issues. 4!

Furthermore, the EU decided that search engine companies must honor requests from its
users to delete links to personal information. The action, termed “The Right to Be Forgotten,”
provided individuals a way to erase irrelevant information that no longer applied.**? In 2018, the
EU’s new “General Data Protection Regulation” will further extend individual rights by forcing
companies to delete all requested personal data. It applies fines up to 4 percent of a company’s
revenue for privacy rule breaches. For Google, this could mean billions of dollars in fines.43

People’s Republic of China (PRC). For the second straight year, the Freedom House
Internet-freedom rankings placed China last in the world based largely on government
crackdowns on free expression.'** Chinese law makes it illegal to spread rumors via social media
with Global Voices reporting that Chinese nationals could be arrested “if their posts are viewed
5,000 times or forwarded 500 times.”'* As internet use continues to expand in China, the
government maintains the ability to isolate the nation from the global internet through the nine
state-run internet gateways. Earlier this year, China’s internet censorship efforts, commonly
known as the Great Firewall, took another major step when the government announced a 14-
month effort to “clean up” internet access including stopping the use of unregistered virtual private
networks which allow internet users in China to bypass government monitoring.

As big data analytic efforts spread, China is employing the technology to enable societal
control through a “social-credit system.” The system, which began limited testing in 2016,
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accesses digital information to monitor, among other factors, internet usage. While such data
collection is not new, especially with companies such as Facebook and Google maintaining troves
of user data, China’s personal privacy laws differ greatly from those in Europe and America. For
example, China created laws in 2016 expanding real-name and personal information registration
requirements for websites and service providers.'® Given the potential negative impacts, it is not
surprising that the Freedom House reports that digital activism and social discussion have declined
in China.#’

The internet provides connections for social media, global trade, financial transactions,
and other information sharing capabilities. However, with connectivity comes responsibility in
governing how data is stored, how it’s collected, who has jurisdiction, and how to protect
individual privacy rights. The U.S. should continue to lead in promoting information sharing
while creating individual privacy policies that satisfy not only the EU, but the entire international
community.

Information and Communications Technology Acquisition
by Lt Col Rodney Stevens and Ms. Sheila Harris

One of the largest issues concerning U.S. government interaction with the ICT industry—
an industry defined by rapidly changing technologies, and constant fluctuations in market
competitors—is with regard to how the DoD conducts ICT acquisition. The DoD recognized the
need to reach out to ICT firms it has not historically done business with in the past to ensure
dominant capabilities are delivered on cost and on schedule. In April 2015, the DoD codified
this recognition in Better Buying Power (BBP) 3.0, the guiding concept by which the DoD can
achieve these dominant capabilities through technical excellence, innovation, and effective
partnership with industry. To help achieve these goals, the DoD is reexamining business
arrangements, so it can: (1) attract and enable a broader array of industry participants; (2) employ
techniques that will motivate industry to deliver tangible results that advance combat capabilities;
and (3) recognize that deliberate speed is required to stay ahead and remain on the cutting-edge.

Regrettably, several DoD Major Automated Information System (MAIS) acquisitions
which are within the ICT domain have experienced numerous schedule delays and cost overruns.
In 2016, the DoD spent approximately $2.5 billion on its MAIS investment portfolio spanning a
wide range of IT system types.'*® Currently, there are 35 designated MAIS programs of which
18 were assessed by the General Accountability Office (GAO) in 2016. Of those programs
assessed, 62 percent have experienced cost increases on average of $457.2 million, with 78 percent
of the programs having scheduled delays ranging from 2 months to 13 years.*® Many believe a
considerable amount of these shortfalls can be attributed to the DoD’s constrained procurement
process which has been institutionalized in a bureaucratic system that is embraced by an
antiquated, risk averse program office culture overseeing such programs.*°

Recognizing commercial industries have surpassed defense programs at innovation and
speed of delivery, in late 2015 former Secretary of Defense (SECDEF) Ashton Carter directed the
DoD to establish new relationships with private sector companies principally located in Silicon
Valley, and with other companies located in the technology focused hubs of Boston and Austin,
to address the problem. The venture known as Defense Innovation Unit Experimental’s (DIUX)
main objective, on a comparatively smaller scale than most DoD acquisition programs, has been
to tap into the “tech startup” sector and its culture to meet national security mission needs.
Knowing that the Silicon Valley tech startup culture has created such successes as FireEye
cybersecurity, the social media giant Facebook, and the internet search engine goliath Google, the
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question becomes, “why limit the DIUx approach on a small scale within DoD acquisitions?”
Granted, many recognize there are several instances where the DIUx model is not practical for
acquisition programs. Nonetheless, there may be an opportunity for the DoD to develop programs
within the ICT industry following this framework.

A former Google employee, Isaac Taylor, characterizes the issue with the DoD process
best, “[i]n Silicon Valley’s culture, meetings end either with a decision, a deal or whether a deal
is possible. In the Pentagon’s culture, meetings lead to more meetings, which might lead to a
[research and development] contract in 18 months, followed by testing, approval, then renewed
competition to build a prototype, then an assessment followed by several more stages.”*** From
the beginning, Secretary Carter charged the DIUX to access cutting-edge technology from “non-
traditional DoD” vendors, change the way the DoD has done business in the past, and adapt
commercial best practices to lower its barriers to entry and transform into a more attractive
customer. In response to his decree, DIUX initiated a first-of-its-kind acquisition mechanism
known as the Commercial Solutions Opening (CSO) which is aimed to be fast, flexible, and
collaborative. Under this approach, DIUx solicits capability solutions to problems that the
warfighters are facing by awarding prototype projects, known as Other Transactions (OT)—an
agreement unlike contracts that is not bound by the Federal Acquisition Regulation (FAR).?

As a matter of law, Title 10 U.S.C 2371, Section 815 affords DIUx the authority to pursue
authorities for prototype development outside of the FAR process when costs are less than $250
million.  One of the greatest advantages to the DIUx approach is the ability to award contracts
quickly and the opportunity to enter cost-sharing arrangements with vendors. While Title 10
U.S.C 2371 specifies that competition should be pursued to the maximum extent possible, under
the OT authority DIUXx utilizes the mandates outlined by the Competition in Contracting Act
(CICA) do not apply. This affords DIUx flexibility in prescribing competitive procedures to meet
their objectives and mission needs in a timely manner. As for funding, cost-sharing is required
for traditional defense contractors, whereas nontraditional contractors can either enter a cost-
sharing arrangement or in-kind contributions toward the development of the prototype system.
Like the CICA exceptions, under the OT authority DIUx does not have to enforce the onerous
government cost accounting standards required by traditional acquisitions. Lastly, one of the most
beneficial characteristics of the DIUx OT approach is the ability to quickly move from prototype
to production. The 2016 National Defense Authorization Act (NDAA) granted the authority to
DIUx to award follow-on production contracts or transactions without re-competing the work,
provided the original OT was competitively awarded and that the prototype project was
successful 1%

The innovative acquisition model DIUX utilizes appears to be an approach which could
benefit major DoD MAIS programs. As previously noted, many of those programs across all
branches have struggled to meet cost and schedule objectives. Nevertheless, DIUX is still a
relatively new organization and the authorities it has been afforded have been in place for just
over a year. The administrative results are still promising; in June 2016, when DIUX instituted its
new business practice, it awarded twelve Other Transaction (OT) contracts with the average award
taking a mere 59 days. There are those who have their doubts, however. During the ICT IS’s
visit to Silicon Valley, a former Senior Defense official shed doubt on the DIUXx initiative,
expressing he felt it was not meeting its intended objective set out by SECDEF Carter, and sensed
the DoD was better served to pursue such DIUX prototype efforts through DARPA.*™* However,
DARPA is strictly a research and development caldron. In order for DARPA development
projects to pass into production, they would have to be turned over to a military service to pursue
through the traditional acquisition process unless Congress changes DARPA’s authorities. >
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In November 2016, the former Undersecretary of Defense for Acquisition, Technology,
and Logistics (USD/AT&L), Mr. Frank Kendall, sent an “all hands” email touting the OT
methodology while praising DIUx for employing OTs to rapidly meet warfighter requirements.*®
His email was not a memo or a directive though. DIUX, despite its infancy and doubters, does
offer an approach which should be considered for MAIS acquisitions programs within the ICT
industry. In additional to the DoD’s BBP 3.0 initiative, there appears to be an opportunity for
USD/AT&L to codify and cross-pollinate the DIUx mantra through similar BBP directives to the
military services in an effort for them to improve their acquisition communities’ development and
delivery of MAIS systems within the ICT industry.

Human Capital by Ms. Kelli Lozada-Reese

If one has ever watched the movie, Jerry Maguire, then one knows the phrase, “show me
the money.” " A sports representative spends his days soul searching and in pursuit of procuring
a free agent football player a big paycheck, spending his time focused on the quality of his client
rather than on the quantity.'®® Yet what the characters find out is that human aspects are critical.
They become friends, collaborate, give back, learn, and ultimately, humility brings them the good
fortune of the money they were seeking.

These themes were present across the ICT industry and throughout our field studies visits.
From the garage startups to the big buildings, the paycheck, no doubt a driver, was not the focus
of the companies that are showing the most gains in human capital recruiting and retention. What
was apparent is the competition is not about innovation. The competition is about the journey to
innovation. The core of the ICT human capital model, primarily during the domestic field study
and to a lesser extent in the PRC was about the benefits for the people.

Human capital, according to the Oxford Dictionary, is defined as “the skills, knowledge
and experience of a person or group of people, seen as something valuable that an organization or
country can make use of.”*>® What the ICT IS came to realize through its studies, is that ultimately
all definitions lead to the worth of an employee. That value comes from an investment in the
person, their education and training, and their potential to earn money or add value to an
organization. Not until the last fifty years did gender, diversity, and generational challenges take
on a more substantial role in the workplace. So, as these roles expanded in the workplace, so did
the challenges. Human capital has become a new work unit, widely expanded to include
insurance, sick leave, exercise benefits, maternity leave, and training within organizations.'®°

The ICT industry is very forward thinking and generally deeply cares about its people.
One company pointed out, “employees are no longer only interested in themselves in the
workplace, but about the footprint they are leaving with those around them. They want to work
for a distinct mission and along the way give back.”*%! Several companies such as Shape, Cisco,
Facebook, Google, and FireEye spend a good deal of time giving back to the community, whether
it is judging a high school STEM science fair, donating food to the needy, mentoring, or even
woodworking, giving back is now a new currency.®> No doubt that self-awareness breeds
humility.

Therefore, if there is so much right with the industry, what could be wrong? The lack of
women, diversity, and mixed generations has continued to be a challenge for the ICT industry.
These are all known issues to the industry and many companies are addressing the concerns, some
effectively while others more slowly.

There is a lack of employees in America with the right STEM skill sets to fulfill many ICT
industry roles. Therefore, the industry uses the immigration and H-1B Visa programs to bring in
employees from other countries to serve in many STEM roles. With uncertainties about
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immigration reform and the continued desire to hire U.S. citizens, the industry needs to support
STEM programs across the country to increase the number of qualified and well-compensated
graduates. With women and minorities trailing in the field, the industry needs to be aware of these
concerns and take additional action to improve.

Diversity in the workplace matters according to multiple reports, where companies with
diverse workforces have consistently increased their financial gains.'®® In the competitive
landscape and globalized marketplace, this makes a lot of sense and should be embraced by all
employers, especially those in the ICT industry who create technology for the world.1®* Diversity
brings different backgrounds that can prepare better, promote broader thought, and improve
overall decision making.®® Diversity programs are taking on new meaning in the industry and
are gaining momentum toward employing more diverse workforces in the coming years.

Women are important to the industry and have made vital contributions over time, yet they
make up a small percentage of STEM workers in the ICT industry. This brings to light the
importance of gender and cultural norms for women and ensuring from a young age that women
are pushed towards all career fields, not just what will offer the most flexible career. Many of the
most competitive firms in Silicon Valley offer benefits to men and women equally in the
workplace, and will find ways to assist anyone who has the right skills. For the ICT industry, it
does not matter who created the innovation, so long as it was created. To address the lack of
women in the field, the ICT industry is involved with programs such as Girls Who Code, which
hopes “to close the gender gap in technology.”*% Without actively working towards closing the
gender gap with larger financial contributions, some organizations may continue the downward
spiral. 1%

With Baby Boomers, Gen Xers, and Millennials comes a subset of characteristics and
stereotypes. There is a new term, Gen Z, that suggests the workplace should stop focusing on
supporting each of the generations in the same manner as the past. Instead, focus on their
“hyperconnected” behaviors and how to best meld them together so the workforce is more
cohesive.1%® The focus, as the IS learned in Silicon Valley, and with much of the ICT industry, is
on the individual’s experience; this is the primary concern moving forward. Companies are
embracing this concept and ensuring that the mission is as important, if not more so, than the
monetary benefit. This is a paradigm shift where the human capital strategic messaging teams are
using multiple outlets to capture the spirit of their employees. Work today, for many is the
freedom to ride their bikes to work, socialize with their comrades in the arcade, have healthy
lunches in company cafeterias and restaurants, maintain flexible work schedules and work
locations, and build lifestyles around their work.

The ICT industry, for many years, has been an industry on the cutting edge of many
revolutions. Not surprisingly, they are also ahead of the federal government in how they approach
human capital in their culture and work environments, not in evolutionary increments but with
revolutionary changes. Innovation is deep at the core of the profession. No matter your gender,
diversity affiliation, or age category, there is something for everyone in the ICT industry. With
perks such as cappuccino, Magnum ice cream bars, sushi, bike racks, arcades, and yoga rooms,
there are companies that are interested in not only gaining an employee, but impacting a lifestyle
and culture. They know that to compete with others in the ICT industry, they have to be more than
an average high tech company. Many of these companies possess fearless leaders that have a hope
in something larger than themselves and ultimately in more than “show me the money.”
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Conclusion

The ICT industry is extremely broad and spans from consumer gadgets, to corporate IT
services (such as cloud computing, data processing and analytics, and cybersecurity services),
telecommunications services, to the unrealized potential of Al, VR, and quantum computing. The
current state of the industry remains healthy with continued prospects for growth as the digital
economy continues to expand. The U.S. remains the global leader in the ICT industry with U.S.
technology giants in the top-five spots: (1) Amazon, (2) Google, (3) Facebook, (4) Apple, and (5)
Microsoft.*®® However, globalization is giving rise to new challengers in the ICT industry—such
as Lenovo, Huawei, Baidu, ZTE, and others—that are gaining global market share and threatening
U.S. dominance in current technologies. To counter, the U.S. must leverage its global leadership
in innovation to mature the technologies of the future—such as quantum computing, Al, VR, and
machine learning—to maintain its lead in the ICT industry.

The U.S. ICT industry faces a number of other challenges, as well. The industry’s drive
for profits coupled with consumers generally preferring ease of use over security often leave
cybersecurity in consumer products as an afterthought. As cyberspace threats become
increasingly sophisticated—amongst a general public that is only now starting to realize the
dangers within cyberspace—the ICT industry must become much more proactive in incorporating
cybersecurity into their products and not wait for a catastrophic event before taking action. Digital
privacy is also a growing concern of not only individual consumers, but also of foreign
governments, especially after the Edward J. Snowden disclosures. These privacy concerns are
driving foreign governments to consider policies—such as data localization requirements—that
inhibit digital trade. Lastly, the U.S. has a shortage of professionals entering the STEM fields.
Professionals in STEM fields are the catalysts for innovation that drive the ICT industry forward
and create new business opportunities.

Despite the many challenges facing the U.S. ICT industry, the government should exercise
restraint (despite pressures to do otherwise) on its oversight within the ICT industry and narrow
its policy focus primarily to issues impacting national security, market failure, or specific national
interests. The U.S. government should leverage public-private partnerships, domestically and
internationally, to pursue partnered solutions before establishing prescriptive laws and regulations
that are unable to keep pace with the ICT industry and potentially stifle the rapid pace of innovation
that enables the U.S to remain the global leader in ICT.
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Categor NAICS

IT Hardware

33421

Title

Telecommunication
Networking Equipment
Manufacturing in the U.S.

Industry Defination

Manufactures wired (voice and data)
telecommunications equipment,
including telephone switching systems,
telephones and answering machines,
data bridges, routers, modems and
gateways

Firms

Cisco Systems Inc.

33422

Communication
Equipment Manufacturing
in the U.S.

Primarily manufactures broadcasting and
other wireless communication
equipment.

Harris Corporation,
Cisco Systems Inc.

33411a

Computer Manufacturing
in the U.S.

Manufacture and assemble personal
computers, laptops and servers.
Operators typically purchase computer
components (e.g. motherboards and
graphics cards) from dedicated
manufacturers in other industries.

Hewlett-Packard Inc.,
Dell Inc., International
Business Machines
Corp.

33411b

Computer Peripheral
Manufacturing in the U.S.

Manufacture peripheral equipment for
computers such as monitors, keyboards,
mice, printers, scanners and terminals.

Hewlett-Packard Inc.,
Western Digital Corp.,
Seagate Technology

33441a

Semiconductor and
Circuit Manufacturing in
the U.S.

Manufacture semiconductors and related
devices and parts. Products include
integrated circuits, memory chips,
microprocessors, diodes, transistors and
other optoelectronic devices.

Samsung, Intel Corp.

33441b

54151

Circuit Board and
Electronic Component
Manufacturing in the U.S.

IT Consulting in the US

Manufacture electronic components
(except semiconductors and devices),
such as printed circuits, circuit boards,
capacitors, transformers, connectors and
switches.

Includes firms that provide the following
services to client companies: writing,
testing and supporting custom software;
planning and designing integrated
hardware, software and communication
infrastructure; and on-site management
of computer systems and data processing
facilities. This industry excludes
packaged software publishers and off-site
data processing and hosting services.

TE Connectivity

IT Services

International Business
Machines Corp.

51821

Data Processing and
Hosting Services in the
u.s.

Data processing services provide
specialized reports from information
supplied by clients. Hosting services can
include web and application hosting.
Services range from automated data entry
to processing data.

Hewlett-Packard Inc.,
Dell Inc., International
Business Machines
Corp.

51913a

Search engines in the U.S.

Firms operate search engines and search-
based websites that display
advertisements. The engines are typically
free to use and earn income when a user
follows and advertising link known as a
"paid click."

Alphabet Inc.,
Microsoft Corp.

51913b

Internet Publishing and
Broadcasting in the U.S.

Firms offer nonphysical products such as
news, music and video exclusively
thorough the internet. Revenus is derived
from the sale of advertising space or
subscription to consumers.

Alphabet Inc., Netflix,
Inc., Facebook

22



Appendix 1 (continued)

23

Categor
Software

Telecom Services

NAICS

51121

Title

Software Publishing in the
u.s.

Industry Defination

Publishers disseminate licenses to
customers for the right to execute
software on their own computers.
Operators market and distribute software
products and may also design the
software, produce support materials and
provide support services.

Firms

Microsoft Corp.,
International Business
Machines Corp., Oracle

51121a

Operating Systems &
Productivity Software
Publishing in the US

Firms develop and publish operating
systsms and productivity software. Firms
also generate revenue from tech support
and software resales.

Microsoft Corp., Apple

0OD5392

Software Testing Services

Provides software testing services for
clients, such as performance testing,
stability testing, usability testing and
security testing. This industry does not
sell its own software, but it may use
internally developed software to
complete its testing tasks.

There are no major
firms in this industry.

0OD4816

51721

e-Discovery Software
Publishing

Wireless
Telecommunications
Carriers in the U.S.

Any process through which electronic
data is searched, located and secured for
use as evidence in a court of law

Firms operate and maintain switching
and transmission facilities to provide

direct communication through radio-

based cellular networks.

Hewlett-Packard
Enterprise Company,
FTI Consulting, Inc.

AT&T, Verizon
Communications,
Deutsche Telecom,
Sprint

51711c

Wired
Telecommunications
Carriers in the U.S.

Provides local and long distance voice
communication services using the public
switched telephone network. Industry
operators also generate revenue by
providing internet access and video
services and by wholesaling access to
their networks. This industry excludes
operators that solely resell
telecommunications services.

AT&T, Verizon
Communications,
CenturyLink

51711e

voice over internet
protocol (\VVolP)

Provides VolIP services to consumers,
businesses and government
organizations. VoIP technology converts
voice signals into digital data that is
transmitted using the internet. This
industry does not include VVolP providers
who bundle their services with internet,
cable operated VoIP, and operators that
resell VoIP services.

Vonage Holdings

51791a

Telecommunications
Resellers in the U.S.

Firms purchase access and network
capacity from operators of TELECOM
networks and resell these services to
businesses and households

America Movil SAB de
CVv

51741

Satellite
Telecommunications
Providers in the U.S.

Firms provide connections via satellite
for broadcasters and other TELECOM
providers. Includes resellers of satellite
TELECOM services but excludes direct-
to-home satellite TV services.

Intelsat Ltd., EchoStar
Corp.
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